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Abstract

As crime grows more and more state-of-the-art and tougher to trace, forensic technological know-how calls for extremely-
touchy, transportable, and pretty reproducible gear to bolster crime-scene processing and overall investigative accuracy. This 
review examines current nanotechnology advances that enhance sensitivity, specificity, and precision in forensic packages 
even as also figuring out cutting-edge modern practices, ignored limitations, and continual demanding situations. A scientific 
literature evaluation changed into carried out through ScienceDirect, Scopus, internet of technology, and Google student the 
use of keywords. The proof indicates that nanoparticle-based assays permit trace-level detection of drugs, explosives, and 
toxicants even in incredibly degraded or confined samples; nanoscale strategies have considerably progressed DNA extraction 
and amplification; and transportable nanosensors now assist fast, onsite forensic analyses. No matter these advances, 
gaps continue to be in value-effectiveness, standardization, reproducibility, adoption in growing international locations, 
and integration into recurring forensic workflows. The evaluation underscores the want for more potent interdisciplinary 
collaboration, especially integrating nanotechnology with artificial intelligence and computational modeling to optimize 
cloth selection, workflow performance, records interpretation, and predictive accuracy. Overall, the study underscores the 
transformative potential of nanotechnology in modern forensic science and calls for its strategic implementation to meet 
emerging investigative challenges.
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Introduction

As crime continues to adapt and end up more complicated 
and tougher to hint, the continuous revolutionary techniques 
of detection, observation, and piece collection events to 
catch criminals are crucial [1]. On this regard, forensic 
investigation has been crucial in criminal investigations on 
the grounds that its early days, helping to affirm that crimes 
have taken vicinity, affirm identities, aid witness testimonies, 
and provide important details about crime [2]. In spite of the 
significant progresses over time, the improvement of latest 
technology maintains to renovate forensic investigation. 
It has improved its range by means of slot in advanced 

techniques to find out criminal evidence and legally relevant 
records [1,3]. The application of Nanotechnology is amongst 
the topical expansions [4].

Nanotechnology is entirely approximately the usage 
of materials at an exceedingly tiny scale, explicitly at the 
nanoscale, to build a ramification of substances. This subject 
offers with substances and structures which are among 
1 and a hundred nanometers (nm) in as a minimum one 
measurement [5,6]. Researchers are indeed curious about 
those nanoscale substances due to their precise physical 
and chemical residences, which can be pretty exceptional 
from the ones discovered at larger scales [7,8]. For this 
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reason, nanomaterials, that are a fascinating product of 
nanotechnology, are making waves in numerous fields 
like gasoline sensing, natural remedies, nutraceuticals, 
diagnostics, medicine and vaccines [4,9-12] and this point 
in time outspreading their have an impact on into forensic 
research [4,13].

Nanomaterials have emerged as enormously useful 
gear in forensic investigation, due to their awesome 
capabilities. Those encompass a massive surface place, 
customizable chemical reactivity, and wonderful optical, 
electric, and magnetic properties [14,15]. These particular 
characteristics permit nanomaterials to have interaction 
greater efficiently with infinitesimal substances present at 
crime scenes, improving both the sensitivity and accuracy 
of detection and evaluation [16]. For instance, the high 
surface-to-volume ratio of nanomaterials substantially 
complements their potential to bind goal molecules, 
markedly enhancing the sensitivity of detecting capsules, 
explosives, and other risky materials [17,18]. Moreover, 
nanomaterials’ capability to undergo floor functionalization 
allows the creation of quite selective sensors which can 
discover minute quantities of biological or chemical dealers 
[19]. The particular optical properties of those materials, 
like their capability to reinforce fluorescence or absorb 
light, cause them to incredibly beneficial for extra green 
and detailed imaging strategies in forensic microscopy [20]. 
These functions, joint with the feasible for transportable 
and hasty evaluation, make nanomaterials important in 
cutting-edge forensic research.

The integration of nanotechnology into forensic research 
has given upward push to a new discipline referred to as 
nano-forensics. This exploits nanotechnology methods and 
concepts to boost investigations. Nano-forensics employs 
superior nanotechnicalogical techniques, nanosensors, and 
approaches for real-time crime scene processing of narrow 
evidences [1,21,13]. This technology markedly enhances 
forensic competencies by using revealing hidden evidence 
and decreasing the time required for each laboratory 
evaluation and on-website online crime-scene processing 
[22,13]. 

Recently scholars have produced valuable reviews on 
nanotechnology in forensic science; Tambo and Ablateye 
[23] outlined emerging nanoscale equipment reshaping 
evidence analysis, while Singh and Samal [24] highlighted 
the growing relevance of nanoscale evidence in habitual 
forensic paintings. More lately, [13] surveyed cutting-edge 
nano-enabled techniques and their effect on investigative 
efficiency. Even though those opinions demonstrate 

outstanding progress, they tend to emphasize technological 
successes and innovation, with constrained interest to the 
practical and methodological constraints that shape real-
global adoption. Troubles such as accessibility in resource-
restricted settings, reproducibility, accuracy, scalability 
of rising nanomaterials, and uncertainties surrounding 
their behavior remain insufficiently addressed. Likewise, 
the potential of integrating nanotechnology with artificial 
intelligence and computational modeling, an increasingly 
promising road, has not been severely reviewed.

This paper examines the transformative position of 
nanotechnology in forensic investigation and its contribution 
to quicker, extra correct criminal justice approaches. It 
opinions recent advances that enhance sensitivity, specificity, 
and precision in forensic programs, while identifying 
neglected obstacles and enduring challenges. The discussion 
also highlights the ultra-modern traits in nano-enabled 
forensic gear and concludes with key bottlenecks and future 
guidelines. Particular emphasis is placed on the possibilities 
created with the aid of combining nanotechnology with 
synthetic intelligence and simulation platforms to bolster 
production scalability, analytical accuracy and operational 
performance.

A systematic review method became used to identify 
and compare applicable studies. Literature was retrieved 
from web of technological know-how, Google scholar, 
ScienceDirect, and Scopus the use of the key phrases. The 
reviewer examines how nanotechnology advances hint 
detection, forensic toxicology, DNA analysis, and crime-scene 
processing, highlighting the approaches nanomaterials 
improve proof sensitivity and analytical precision whilst 
outlining the key advantages, modern-day boundaries, and 
rising opportunities in forensic nanoscience.

Nanomaterial Synthesis Approaches

Nanomaterials can be synthesized using two primary 
approaches which are bottom-up and pinnacle-down 
strategies (Figure 1). pinnacle-down approach awareness 
on breakdown of bulk materials to form nanostructured 
materials, which incorporates mechanical milling, sputtering, 
electro explosion, laser ablation and etching [13,24]. Whilst, 
bottom-up synthesis soak up constructing nanomaterials 
from smaller items consisting of atoms or molecules, that are 
assembled by way of chemical or bodily strategies. Regular 
bottom-up techniques consist of chemical vapor deposition 
(CVD), sol-gel strategies, plasma spraying, micro-emulsion, 
and self-meeting [25,26].
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Figure 1: Nanomaterial (C) synthesis through top-down (A, from bulk material via mechanical milling, etching, laser ablation, 
sputtering, and electro-explosion) and bottom-up (from atomic or molecular level via supercritical fluid synthesis, spinning, 
sol-gel process, laser pyrolysis, chemical vapor deposition, molecular condensation, chemical reduction, and green synthesis) 
approaches. Reissued with permission from [27,28]. Copyright: ©2019, Elsevier B.V. All rights protected.

Forensic Investigation and Nanotechnology 

As aforementioned, forensic investigation plays an 
important role in analyzing evidence to differentiate suspects 
or affirm the prevalence of a crime. This evaluation is crucial 
for securing arrests, prosecuting criminals, or resolving the 
complexities of against the law [29,30]. As Henry Lee [31] 
notes, forensic proof can be divided into numerous classes, 
consisting of fingerprint, organic, drug, toxic, weapon-
associated, and trace proof, among others. It can as nicely 
be categorized based on its physical state, the nature of the 
crime, composition, and the investigative enquiries that want 
to be addressed. Distinguishing those categorizations is an 
important step within the investigative technique. Any failure 
in figuring out, collecting, well maintaining, or trying out 
proof can extensively lessen or even remove its forensic value, 
which in flip, compromises the pursuit of justice [32,33]. 
Consequently, the evidences accrued from crime scenes are 
important in forensic investigation to both clear a suspect 

and secure a conviction. But, bodily proof on the scene might 
also exist in such pleasant forms that conventional strategies 
warfare to come across it, raising concerns approximately the 
sensitivity and precision of the evaluation [34]. Therefore, 
to boost the effectiveness of evidence detection, analysis 
and investigations, the introduction of Nanotechnology has 
established valuable in refining the detection, popularity, 
and investigation of forensic evidences.

But, to optimize the usage of nanotechnology in forensic 
investigation and efficaciously display alleged crimes, the 
establishment of dedicated groups is necessary. Powerful 
business enterprise within forensic investigation not only 
streamlines the mixing of nanotechnology in investigations 
but additionally encourages future development and 
broadens its application in the area [34]. In 2020, forensic 
research classified by the American Academy of Forensic 
Sciences into eleven unique disciplines, every committed to 
specific types of instances. Those fields are established in 
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(Figure 2). Those divisions are vital because they cope with a 
large volume of instances, requiring continued innovation in 
strategies and strategies to improve the speed, accuracy, and 
pleasant of forensic analyses [23].

Forensic investigation is a multidisciplinary field that 
contains facets of biology, chemistry, physics, and cloth 
technological know-how. Nanotechnology, even as itself a 
discipline of observe, attracts from these disciplines to create 
new, superior technologies and refine present techniques in 
forensic analysis [36,37]. As according to nanotechnology 
becomes more extensively practical, several gadgets 
and techniques from forensic labs were tailored for the 
characterization of nanomaterials. Key contraptions utilized in 
forensic evaluation consist of energy Dispersive X-ray (EDX), 
X-ray diffraction (XRD), atomic pressure microscopy (AFM), 
and scanning electron microscopy (SEM), Raman micro 
spectroscopy, and transmission electron microscopy [25,38]. 
Several methods primarily based on nano-forensics and 
nanotechnology are tailored to examine evidence on the Nano 
level or leverage the wonderful belongings of nanomaterials 
for the collection, detection, and identification of proof in 
crime investigations. A key advancement in nano-forensics is 
the development of nano-sensors, that have come to be critical 
gear for forensic scientists in their investigative work [39]. 
Nanosensors constitute a substantial advancement in forensic 
investigations, presenting the capacity to behavior real-time, 
onsite biological and chemical analyses [13]. Alongside other 
nanotechnological yields and systems, these improvements 
have aided forensic experts to remedy complicated instances 
with the aid of detecting and reading proof that might formerly 
have gone concealed or taken a whole lot huge to procedure. 
The subsequent segment in brief reviewed the nanotechnology 
improvements brought by way of main researchers and 
the way they help distinctive areas of forensic research. It 
summarizes their sensible applications, highlights the newest 
nano-primarily based forensic equipment, and ends with the 
important challenges, destiny opportunities, and insights won 
from the reviewed research.

Areas of Forensic Science Utilizing 
Nanotechnology

Forensic investigation is a multidimensional field, 
encompassing diverse subdivisions, each that specialize in 
awesome aspects of crook investigations [40]. These divisions 
hire an extensive range of strategies and protocols to carry 
out their purposes efficaciously. Due to the fact its inception, 
nanotechnology has tested worthwhile in improving present 
forensic methods and developing new, advanced methods to 
investigations [13].

Table 1 demonstrates numerous exciting applications of 
nanotechnology in forensic technology. Those are just a few 

examples of how nanotechnology is changing the forensic 
panorama, with continued research targeted on enhancing 
the precision, reliability, and pace of forensic checking out 
[41]. One area that is in reality catching attention is the 
use of nanosensors. These tiny gadgets were thoroughly 
investigated for their fantastic competencies (table 1). 
Nanosensors are visible as a vast jump forward in forensic 
science, offering stable evidence and making existence a lot 
less complicated for forensic experts [15].

Nanotechnology in Toxicology and Forensic 
Chemistry 

Toxicology and forensic chemistry are essential in crime 
investigations, particularly while reading substances like 
explosives, chemical struggle retailers, drugs, poisons, and 
other dangerous chemicals. Via the growth of nanotechnology, 
widespread progresses have been made in detection 
and evaluation techniques. As an instance, unmarried-
crystalline CdS nanoslabs had been hired to detect DNT 
(2, 4-dinitrotoluene) on silver surfaces [42], and diverse 
nanomaterials inclusive of nanowires, quantum dots, and 
nanotubes had been engaged in the detection of explosives 
like TNT, RDX, HMX, and PETN. These nanomaterials offer 
better sensitivity, selectivity, and balance, in addition to 
decrease power consumption, making them enormously 
powerful in forensic investigations [23].

The detection of chemical conflict dealers has similarly 
grow to be an urgency due to their growing use in criminal 
activities. These retailers are extraordinarily toxic even in tiny 
amounts, and traditional detection tactics lack the required 
sensitivity, movability, and quick reaction. For this reason, 
micromechanical sensors, consisting of microcantilevers 
functionalized with TiO2 nanorods, were developed to locate 
organophosphorus chemical agents [43]. Additionally, a steel 
organic framework (MOF) movie, including UiO-66, has been 
applied on resonant microcantilevers to locate hint amounts 
of organophosphorus molecules, supplying high sensitivity 
to OP vapors [44].

Forensic chemistry and toxicology moreover cope with 
drug detection, a subject that has seen an upward push 
in drug-facilitated crimes (DFCs), such as sexual attacks, 
robberies, and extortion. At the same time as conventional 
methods like GC-MS, TLC, and HPLC are usually used in drug 
analysis, they are require specialized skills, time-consuming, 
and high priced. As a stop result, transportable nanosensors 
have won prominence inside the problem. Those sensors 
may be used at once at crime scenes, presenting extra 
effective sensitivity and selectivity for drug detection. For 
example, cobalt oxide nanoparticles and graphene have been 
applied in an electrochemical sensor to stumble on morphine 
[45]; while a study by Kolaei et al. [8] engraved polymer-
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supported multiwalled carbon nanotubes have been used 
to detect morphine in urine samples. Likewise, magnetic 
strong-segment extraction with silane-modified magnetic 
nanoparticles has been implemented to perceive hint ranges 
of morphine in human hair for addiction analysis [46].

Methamphetamine, a powerful and extremely addictive 
drug, deeds as a stimulant to the important frightened 
gadget then holds forensic importance [47]. The abuse of 
methamphetamine has end up a first-rate social difficulty, 
and its detection, commonly performed via urine analysis, is 
critical in crook investigations. Urine assessment is regularly 
the most sincere technique for detecting substances [48]. 
Traditional methods including solid phase extraction 
(SPE) and liquid-liquid extraction, at the identical time 
as supplying excessive recovery costs and sensitivity, are 
intricate and require large hard work. To deal with this, less 
difficult, greater green techniques have been brought, which 
include the usage of magnetic nanoparticles (MNPs), along 
with nanographene oxide, that have demonstrated effective 
in enhancing detection methods [49]. Fourier transform 
infrared spectroscopy (FTIR) has confirmed the efficacy of 
this method. Additionally, research by Jing Wu et al. [50] 
introduced an innovative method for detecting cocaine in 
urine samples by combining a magnetic lateral flow strip 
(MLFS) with magnetic beads and a smartphone camera, 
offering a fast, portable, and easy-to-use detection system 
[13].

Nanotechnology similarly plays an important 
characteristic in forensic toxicology, wherein magnetic 
nanoparticles (MNPs) are often combined with metal-herbal 
frameworks (MOFs), graphene oxides (pass), silica, carbon 
nanotubes (CNTs), and molecularly imprinted polymers 
(MIPs) for extracting and studying pollutants [51,52]. In 
a single first rate application, nanotechnology has been 
utilized to locate dexamethasone, a risky substance once in a 
while added to cosmetics. This drug has diverse unfavorable 
consequences, consisting of skin damage and systemic 
troubles like high blood stress and diabetes. Magnetic 
molecularly imprinted polymers have been designed as a 
relatively effective and selective method for the detection, 
extraction, and evaluation of dexamethasone [53].

Nanotechnology in Biotechnology and Forensic 
Biology 

Biotechnology and forensic biology center on reading 
organic evidences, counting blood, saliva, and one-of-a-
kind bodily fluids, for identity features via DNA evaluation. 
Over the years, forensic experts have applied methods 
like single nucleotide polymorphisms (SNPs) and short-
lived tandem repeats (STRs) to apprehend people from 
biological samples accrued at crime scenes [54]. But, those 

methods occasionally fail to offer a whole or correct identity, 
prompting the need for more superior techniques. Forensic 
DNA phenotyping, that may assume traits like eye, hair, and 
pores and skin color from DNA, has made enormous strides. 
Systems like HirisPlex-S, which makes use of SNP genotyping, 
offer excessive accuracy and were tested for forensic use 
[55]. Further, nanotechnology has aided inside the evidence 
of identification of person purple blood cells using Raman 
micro spectroscopy, improving the precision of organic 
assessment in crime scene investigations [56].

A promising development in forensic biology is the 
software of gold nanoparticle-protein nanopore systems, 
diagnosed for his or her immoderate sensitivity and 
specificity. Those structures had been carried out to find 
out unmarried-stranded DNA, offering a potential trade for 
amplification-unfastened and hybridization-primarily based 
detection of remote places nucleic acids [46]. Nanotechnology 
performs an vital role in post- polymerase chain response 
(PCR) strategies, wherein magnetic nanoparticles, silica-
based totally definitely magnetic nanoparticles, and copper 
nanoparticles facilitate fast, transportable, and green DNA 
extraction immediately at crime scenes [57].

Nanotechnology for Postmortem Interval (PMI) 
Estimation 

In forensic remedy, estimating the time due to the reality 
that demise (postautopsy program language period, PMI) 
is a crucial difficulty of investigations. Nanotechnology has 
contributed to this region by way of the use of introducing 
highly sensitive tools for detecting specific biochemical 
markers. For instance, silver nanoclusters (AgNCs) stabilized 
through DNA aptasensors were used to find out potassium 
ions within the vitreous humor of the eye, a method that 
shows terrific promise for PMI evaluation [58]. Each different 
development entails the improvement of enzyme-PDA CNPs-
based electrochemical biosensors, which have been designed 
to discover hypoxanthine in vitreous humor, further assisting 
forensic pathologists in identifying PMI [59].

Saliva Glycosylation and PMI Estimation

Saliva, often encountered at crime scenes, carries 
several biochemical factors which, can be analyzed for proof 
of identity. Amongst the ones additives are proteins that go 
through glycosylation, a manner stimulated by using the 
bodies physiological use that could provide useful statistics 
in forensic assessment. Researchers have explored the 
possibility of the use of saliva glycosylation styles to estimate 
PMI. Nanotechnology, specifically with nano LC/MS and 
LC/MS/MS techniques, has enabled the special analysis of 
post-mortem changes in saliva glycans, presenting an ability 
method for PMI estimation [60].
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Figure 2: A depiction of the different branches within forensic science, as categorized by the American Academy of Forensic 
Sciences (2020).

No. Forensic Investigation Nanotechnology References

Genetic Fingerprinting HIrisPlex-S DNA test microfluidic nano-systems, nanoprobe, 
microarray detection methods, functionalized nanomaterial

[55,56,61]

Crime scene processing Lab-on-a-chip device, nanomaterial microchips, nano sprayers, 
magnetic nanomaterials, Ag-nanoparticles

[62-64,24,65]

Preservation of 
evidences

Silver  nanoparticles, silica nanoparticle, magnetic 
nanoparticle, carbon nanotubes, gold nanoparticles

[66,14,67-69]

Latent Print Analysis Nano-sized powders, luminescent nanomaterials, CdS 
semiconductor nanocrystals with photoluminescence capped by 
dioctylsulfosuccinate ZnO-SiO2 nano powder, gold nanoparticles 
(AuNPs) with surface modifications, citrate-functionalized gold 

nanoparticles (AuNPs)

[70-73,39] 

Security
Purpose

Gold nanoparticles (Au-NPs)-Alkanethiol-coated Au 
nanoparticle ink for marking security tags

[74]

Explosive Trace 
Detection

Nanostructures such as nanowires, nanotubes, quantum 
dots, nanoparticles, carbon nanotubes, graphene, and single-

crystalline CdS semiconductor nanoslabs

[75,42,23,76,77] 

Chemical Weapon 
Detection

Surface-modified gold nanoparticles, TiO2 nanorods in one-
dimensional form, functionalized carbon nanoparticle sensors, 

UiO-66 metal-organic framework (MOF) film on Parylene-
patterned resonating microcantilever

[43,44,60,61]

DNA Profiling Gold nanoparticles (AuNPs) coated with citrate anions, carbon 
nanotubes (CNTs), biomolecule structure characterization, 

PCR using gold nanoparticles, carboxylated magnetic 
nanoparticles

[78,79,73,80] 
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Drug Testing MWCNT/glassy carbon electrode (MWCNT /GCE) combined 
with citrate-capped gold nanoparticles (AuNPs), AuNP and 

Nafion-modified carbon paste electrode (CPE), graphene 
oxide (GO), vinyl ferrocene and multiwalled carbon nanotubes 

(VFc/MWCNT/CPE), quantum dots (QDs), multiwalled 
carbon nanotubes, aptamer-based colorimetric detection 

probe, aptamer-functionalized gold nanoparticles (AuNPs) 
immobilized on MWCNTs/IL/Chit nanocomposite, molecularly 

imprinted polymers-coated multiwalled carbon nanotubes 
(MIP-MWCNT) with Fe3O4 magnetic particles, magnetic 

nanographene oxide (GO), and magnetic lateral flow strip 
(MLFS) with magnetic beads (MB)

[27,81,45,82,8,83,57,84-
86,49,13,50] 

Postmortem analysis DNA-stabilized AgNCs analyzed using nano LC/MS, 
polydopamine-functionalized carbon nanofibers (CNFs), nano-

high-performance liquid chromatography

[58,60,87,88] 

Trace evidence analysis Atomic force microscopy (AFM) using nanoscope III 
multimode system, AFM nano indentation, Au-coated Si3N4 

cantilevers, nano wizard Bio AFM system

[89-93]

Forensic toxicological 
analysis

Magnetic solid-phase extraction using Fe3O4-MCM-41, Fe3O4-
NH2/bio-MOFs, magnetic molecularly imprinted polymers 

(MMPIs) with Fe3O4 particles, SiO2-modified magnetic 
nanoparticles (Fe3O4@SiO2-C18), Fe3O4 nanoparticles (NPs) & 

MWCNT-Fe3O4-NPs@MO-MIP

[46,94,53,8,52,95] 

Gunshot residue testing 
(GSR)

IGSR inorganic nanoparticles (NPs), UV-Vis synthesized 
monometallic gold nanoparticles (AuNPs), Pd-loaded glassy 

carbon microspheres (Pd-GCMs) on a glassy carbon electrode 
(GCE), silver and gold nanoparticles (Ag and AuNPs)

[96-99]

Blood spatter analysis AFM, force spectroscopy using AFM [100-102]

Document Examination PMMA-grafted nanoparticles (PMMA-g-NPs), AFM coupled 
with Raman micro spectroscopy, Raman analysis

[103-106]

Table 1: The developed nanotechnology and their forensic investigation applications.

Nanotechnology in Physical Forensics

Fingerprint Analysis

Traditional fingerprint identity ultra-modern entails 
the use of powder expertise prints, which sticks to every 
the fingerprints and the history. This can complicate the 
readability modern-day the prints, hindering the identity 
technique [107]. Current trends in nanotechnology have 
conquer the ones worrying situations through using 
non-invasive strategies, together with Nano powders for 
latent print visualization, micro X-ray fluorescence, photo 
luminescent CdS semiconductor nanocrystals paired with 
dioctylsulfosuccinate, and ZnO-SiO2 Nano powders for 
fingerprint enhancement [1,73]. A latest vicinity referred to 
as nano-fingerprints leverages nanotechnology to decorate 
fingerprint analysis. On the equal time as seen patent prints 
can be without problems analyzed, latent prints brand new 
require improvement earlier than they can be tested. Silver 

nanoparticles, regardless of the reality that beneficial, 
todays be bothered with the aid of negative reproducibility 
and absence cutting-edge assessment. A greater latest 
technique, Multimetal Deposition (MMD), modern day gold 
nanoparticles (AuNPs) through ionic interactions to beautify 
print visibility. Additionally, novel applications, which 
includes zinc sulfide/cadmium selenide nanoparticles and 
silica nanoparticles, have been used to enhance fingerprint 
development and enhance visualization underneath UV light 
[72,39].

Hair and Fiber Evidence

Hair and fiber are today’s small and without difficulty 
disregarded for the duration of crime scene investigations, 
expertise whilst well accumulated, they may feature 
important evidence. Microscopic evidence is normally tested 
with scanning electron microscopy, optical microscopy, 
transmission electron microscopy, and X-ray microdiffraction 
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[1]. A more recent, non-invasive technique involves the 
usage of Nanoscope III multimodal atomic stress microscopy 
(AFM) to analyze the shape cutting-edge hair and fiber 
samples [92]. Moreover, focused nanomechanical evaluation 
can be acquired using a way known as nano-indentation, in 
which a sharp diamond indenter is pushed against the hair 
pattern. This can growth the precision latest figuring out hair 
samples and allows be a part of the tendencies modern-day 
hair fibers to environmental affects [89-108]. Nano-chemical 
measurements via AFM and nanoindentation are also used to 
evaluate the radius and coating effects on fibers, enhancing 
their identification potential [91].

Firearms and Ballistics

One important area of modern-day forensics is ballistics; 
this is the observation of present-day firearms and gunshot 
residues. To locate inorganic elements like lead, antimony, and 
barium in gunfire residues, atomic absorption spectrometry 
and scanning electron microscopy-electricity dispersive 
X-ray spectroscopy are normally used. The ones techniques 
are very accurate, expertise they take several time and skills. 
Using noble metals like gold, palladium, platinum, and silver 
to chemically modify electrodes on the nano- and microscale 
has brought about the development trendy electrochemical 
sensors in modern-day years. By means of way ultra-modern 
developing the electrodes’ floor region and improving their 
electrocatalytic behavior, this variation will increase the 
electrodes’ sensitivity and selectivity. To similarly improve 
catalytic performance, noble metal particles, in particular 
palladium may be deposited onto carbon nanotubes, 
graphene, and carbon microspheres [109-111].

Bloodstain Analysis

Almost about the usage of DNA assessment to discover 
sufferers and suspects, bloodstains decided at crime scenes 
are crucial. Furthermore, forensic experts can reconstruct 
the chronology ultra-modern the crime with the assist 
cutting-edge the bloodstain pattern. Pressure spectroscopy 
is used to estimate the age modern day bloodstains, 
providing treasured facts about the time modern the crime, 
to in addition useful resource this technique [102]. Moreover, 
through reading the house’s cutting-edge pink blood cells 
in bloodstains, atomic force microscopy (AFM) assists in 
calculating the time considering the fact that demise [100].

Questioned Document Analysis 

It is a commonplace crime to forge documents, along 
with identification playing cards, certificate, and signatures. 
The chemical make-up of the inks used in different writing 
contraptions is a common consciousness of forensic 
report examination. Commonly used strategies include 

optical microscopy, which separates exclusive kinds of ink 
the use of filters and wavelengths. In addition to visible 
examination, sophisticated strategies along with excessive-
performance liquid chromatography, Raman spectroscopy, 
and infrared spectroscopy are used to investigate the age 
and chemical make-up of ink. Polymer-grafted nanoparticles 
are every other current development that enhances the 
functionality of 3D-printed parts [106]. AFM and Raman 
spectroscopy collectively provide high-decision chemical 
and morphological analysis that can be used to distinguish 
among actual and counterfeit documents, including driver’s 
licenses and banknotes [104].

As summarized in table 1 and the accompanying 
notes, modern-day research know-how that researchers 
for the duration of disciplines are actively pushing the 
bounds modern forensic generation through innovative 
nanotechnology-based device. The ones efforts constantly 
highlight the wonderful profits in sensitivity, selectivity, 
and analytical precision that nanomaterials carry in 
comparison to conventional forensic techniques. Gold 
and silver nanoparticles, carbon nanotubes, quantum 
dots, and magnetic nanomaterials have each contributed 
to remodeling center forensic analyses with the resource 
contemporary allowing extraordinarily-low detection limits, 
decreasing pattern training steps, and accelerating analytical 
workflows, ultimately assisting quicker and extra confident 
forensic alternatives. The field has additionally seen fast 
development in tool miniaturization. Lab-on-a-chip systems 
and transportable nanosensors are little by little transferring 
forensic technology brand new compact, location-deployable 
solutions which may be price-powerful and inexperienced, 
particularly for time-important investigations.

Despite those advances, the reviewed literature 
information essential gaps. Many nanomaterial primarily 
based strategies stay highly-priced, environmentally 
unsustainable, or difficult to breed, with several era 
although restricted to managed laboratory environments 
[16,69]. Demanding situations including batch-to-batch 
variability, era of undesirable intermediates in the course of 
synthesis, and limited environmental compatibility preserve 
to constrain broader adoption [112,113]. Furthermore, 
maximum traits originate from quite resourced laboratories 
in evolved nations, contributing to a continual disparity in 
get admission to and realistic implementation throughout 
developing regions.

Those boundaries underscore the want for an extra 
holistic approach. Integrating nanotechnology with rising 
improvements, which include AI-assisted layout and 
optimization, green and scalable synthesis routes, and 
engineering techniques tailored for real-global worldwide 
deployment, will be crucial to bridge current gaps. Such 
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integration can make sure that nanotechnology evolves into 
an on-hand, sustainable, and globally relevant toolset able to 
remodeling destiny forensic exercising in a considerable and 
equitable manner.

The Blends of Technologies for Forensic 
Inquiries

Numerous technologies play a critical role in fostering 
innovation and simplifying human life. However, every subject 
has its own obstacles; key obstacles of nanotechnology 
in forensic investigations encompass high fees, technical 
complexity, and challenges in standardization and regulation 
[114,115]. Artificial intelligence and simulation technology 
are reshaping many fields through streamlining complex 
strategies, reducing expenses, and minimizing vain steps 
[116-118]. The subsequent presents a concise assessment 
contemporary ways artificial intelligence and simulation 
technology are reshaping techniques throughout more than 
one disciplines, enabling greater green, precise, and modern 
techniques to complicated traumatic situations.

Artificial Intelligence (AI) 

Artificial intelligence (AI) is renovating innumerable 
fields, like pharmaceutical sciences [119,120]. Technologies 
like herbal language processing (NLP), deep present day, 
robotic automation, and gadget getting to know modern (ML) 
are transforming research and improvement. They may be 
additionally reshaping medical packages, making techniques 
faster and smarter [121]. AI structures use algorithms to 
observe massive datasets and note patterns. They study 
from statistics and enhance over time via adjusting their 
parameters. This allows them to carry out obligations like 
sample reputation, information evaluation, and predictions 
with excessive  accuracy and efficiency [122].

Industries like prescribed drugs face ongoing challenges. 
Drug discovery takes a long term and expenses are excessive. 
Designing new pills is complicated, and meeting strict 
healing standards is traumatic [123]. But, making use of 
AI to this location gives a promising remedy so that it will 
raise productivity, accuracy, and creativity [124]. AI plays a 
key function in research and improvement. It analyzes large 
datasets, unearths patterns, and predicts consequences. This 
facilitates pressure new and groundbreaking discoveries 
[120].

In the early levels of drug discovery, AI generation assist 
to expect the safety and effectiveness of molecules through 
studying huge chemical libraries and organic records 
[125]. AI fashions additionally study the connection among 
organic activities and chemical systems, which makes it less 
difficult to create compounds with targeted therapeutic 

consequences and less damaging outcomes.  AI aids inside 
the refinement modern day lead compounds with the aid of 
figuring out crucial structural components [126]. Moreover, 
AI optimizes the drug improvement procedure by means of 
predicting effective artificial routes, reducing the sources 
required for drug production, and discovering new synthesis 
pathways [127].

AI additionally enables with molecular docking and 
pharmacophore identification via simulating the interfaces 
between prescription drugs and biological targets. This 
function is vital for discovering new compounds with 
focused organic sports [128]. Forecasting absorption, 
distribution, metabolism, excretion, and toxicity (ADMET) 
houses is crucial in drug finding, and AI gives particular 
predictions that assist in evaluating a compound’s likelihood 
present day fulfillment [129]. The “Predictive ADMET and 
PD/PK Modeling subdivision below AI in Pharmacology and 
Toxicology” goes into element approximately the software 
trendy predictive ADMET modeling moreover, quantitative 
structure-pastime dating (QSAR) fashions pushed through 
AI expect a compound’s movement based on its chemical 
structure, making it simpler to pick out capability applicants 
for added studies [130]. AI additionally analyzes giant chemo 
informatics databases, uncovering connections among 
chemical substances and their organic impacts [120].

Artificial intelligence goes beyond early drug discovery. 
It facilitates pick out capacity biomarkers for distinct 
sicknesses. It additionally know-how new makes use state 
modern for present capsules, make-up efforts to repurpose 
medicines extra efficiently [131]. A more in-depth dialogue on 
biomarker identification and drug repurposing is available in 
the ‘Biomarker Discovery, Validation, and Drug Repurposing’ 
subsection under ‘AI in Pharmaceutical Biotechnology [132]. 
With the aid of fostering teamwork amongst chemists, 
biologists, and statistics scientists, AI is hurtling makeup the 
development trendy medications [120].

Simulation Technologies

Molecular simulation strategies offer a solid technique 
for grasping the interactions at the molecular and atomic 
tiers between diverse substances and feasible adsorbents. 
That approach seems to be crucial inside the discipline of 
environmental technology [133]. Molecular simulations 
deliver real weight in addressing the difficult troubles tied 
to big pollutants. They stand out as important equipment for 
predicting effects and shaping substances along strategies 
that help environmental healing. superior strategies, along 
with Monte Carlo simulations, Molecular Dynamics, synthetic 
intelligence, and quantum chemical calculations, are utilized 
to create extraordinarily green and selective materials 
for this motive [133]. People nonetheless communicate 
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approximately the usage of these varieties of techniques. 
They help come up with sparkling ideas that push toward 
a higher global. One with much less pollutants and extra 
fitness for everyone down the line.

Molecular dynamics simulations paintings like virtual 
tools for peeking into atoms. MDSs give that close-up 
examine the smallest degrees. Scientists track how atoms 
and molecules shift around. They see the interactions 
play out over intervals of time. All this gives key info on 
strategies happening manner down at microscopic sizes 
[133]. Molecular simulation device gets used masses in 
areas in conjunction with chemistry, biology, and substance 
technological know-how. Those gear mimic information 
atoms and molecules act in real methods. They help in 
rebuilding whole molecular setups. That we should have 
researchers determine subjects much like the shape, the way 
they flow into, and all styles of houses concerned. Evidence 
suggests knowledge this method works properly for know-
how complex systems at that tiny scale. it may reveal patterns 
that won’t understanding knowledge otherwise [134,133]. 
Molecular dynamics simulations show particularly 
useful in studying how pollutants interacts with various 
environmental components. Those studies cowl factors at 
the side of the approaches pollution has remodeled over 
time. Moreover, they deal with pollutant migration patterns 
across great settings. Interactions among pollutants and 
surrounding elements acquire near hobby in this technique 
[135,133]. The ones strategies provide treasured insights 
into the outcomes of environmental stressors on biological 
systems. Evidence indicates they may efficiently version 
nanoparticle behavior in numerous settings. Such modeling 
covers aspects like shipping mechanisms, closing destiny, 
and interactions with living organisms [88,133]. Molecular 
dynamics simulations are quite beneficial for digital screening 
of adsorbent materials. They allow researchers to pinpoint 
alternatives that show robust ability in binding heavy metals. 
On this manner, the overall capability for disposing of such 
contaminants sees exquisite development [136].

Quantum chemical calculations (QCC), depend upon 
computational tactics to address those complex equations 
that manipulate how molecules engage and form. Right at 
the coronary heart of it all sits the observer of electronic 
structure. That element lays out the manner electrons 
position themselves inside a molecule. This method turns out 
to be pretty beneficial across environmental technological 
know-how. It covers things like forecasting response paths. 
It extends to growing sparkling catalysts. Those assist 
with sensors aimed at coping with pollutants. While QCC 
figures out power shifts at some point of reactions, it shall 
the researchers draw close the underlying mechanisms. 
They can then come up with new approaches to synthesize 
compounds. Beyond that, it supports guesses about key 

molecular developments. Bond lengths come into play here. 
Vibrational frequencies do too both prove vital for making 
sense of lab consequences [133,21]. Moreover, quantum 
chemical calculations serve in designing catalysts aimed 
at degrading pollution. Furthermore, they permit proper 
modeling of materials all the way down to the atomic 
diploma. In turn, this helps the improvement of progressive 
substances equipped with focused houses [137]. Combining 
QCC with MDSs seems to decorate the general draw close of 
pollutant interactions in dynamic environmental structures 
[138]. Integrating quantum computing ideas with systems 
learning and artificial intelligence strategies appears to 
permit greater streamlined processing of environmental 
datasets. This mixture can also assist the layout of substances 
tailored specially to several ecological situations [6].

Ultimately, artificial intelligence (AI) and simulation 
technology are unexpectedly remodeling complicated 
chemical workflows through streamlining experimental 
format, enhancing cost-efficiency, lowering repetitive trial-
and-error, and allowing correct predictions of molecular 
and material behavior. Their growing use across clinical 
disciplines demonstrates robust capability for advancing 
forensic nanotechnology.

Integrating AI into this discipline can appreciably amplify 
application skills, lower improvement fees, and simplify the 
design modern day state-of-the-art nanodevices. AI-driven 
models are particularly treasured for predicting the safety, 
effectiveness, and physicochemical houses latest molecules 
by way of studying huge chemical libraries and organic 
datasets. In forensic contexts, AI can support molecular 
docking, optimize nanoparticle–proof interactions, and 
decode the identification ultra-modern hint substances via 
way ultra-modern simulating how nanoparticles interface 
with microscopic forensic residues.

Likewise, molecular simulation strategies provide a 
powerful way to have a look at interactions at atomic and 
molecular scales. Molecular dynamics simulations (MDS) 
act as virtual microscopes, shooting expertise atoms and 
molecules pass and have interaction over time, supplying 
special insight into mechanisms that cannot be straight away 
determined experimentally. Whilst combined with quantum 
chemical calculations (QCC), MDS similarly strengthens our 
know-how of dynamic pollutant or fabric interactions inside 
complicated environments.

In the long run, vast progress in forensic nanotechnology 
will make-purely make makeup robust interdisciplinary 
collaboration. Forensic chemists, substances scientists, 
engineers, and jail specialists should paintings together 
to make certain that nano-enabled forensic device are 
scientifically sturdy, operationally realistic, and legally 
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defensible. This integrated technique will help unencumber 
the general potential of contemporary AI-supported 
nanotechnology in delivering more correct, green, and 
scalable forensic solutions.

Challenges and Future Outlook

The fast development of technology, coupled with the 
emergence of disruptive innovations and answers being 
advanced on an everyday basis, provides a selection of 
challenges that forensic technology professionals have to 
deal with. Although the integration of latest technology 
brings sure enhancements, it’s important to address and 
overcome the technical drawbacks that accompany them. 
The modern nature of this era raises problems regarding its 
potential risks to the health and safety of these handling it, 
particularly forensic scientists [139]. There is growing worry 
approximately the toxicological risks of nanomaterials, 
in addition to their environmental impact. The destiny 
of these substances in nature, such as the opportunity 
of bioaccumulation in microorganisms, vegetation, and 
animals, poses environmental risks that require careful 
interest. A few other important impediments are the 
immoderate price related to nanotechnology [1140-143]. 
The improvement, manufacturing, and studies worried 
in growing nanotechnology equipment and gadget are 
particularly priced. As a cease end result, the most effective, 
well-funded forensic laboratories or those in evolved global 
locations are typically capable of discover the cash for and 
put in force such technology.

Studies within the coming years ought to middle 
on mixing nanomaterials with artificial intelligence and 
advanced simulation equipment. This method aims to 
decorate forensic art work in numerous methods. It might 
sharpen the detection of evidence. Assessment processes 
must come to be more efficient. Simulations of crime scenes 
may also flip out extra designated. Universally, such steps 
might probably speed up investigations even as they develop 
their reliability.

Addressing these problems requires input from a 
couple of organizations; authorities’ our bodies and forensic 
investigation organizations stand to play key roles. Their 
joint artwork should assist in reducing the dangers and 
costs tied to nanotechnology gadgets. Advances ahead need 
to emphasize system that might be compact and easy for 
on-web page use. Education packages additionally rely on 
a great deal. They might equip experts with information of 
emerging nanotechnology strategies and practices.

Conclusion

Nanotechnology has emerged as one of the most 
transformative equipment in the problem modern day 

forensic science, make-up unprecedented sensitivity, 
selectivity, and precision in evidence detection, analysis, 
and interpretation. The development brand new 
nanoscale materials more suitable the capability ultra-
modern forensic experts to investigate trace evidence 
which consist of biological fluids, capsules, explosives, 
gunshot residues, fibers, and fingerprints which have been 
formerly undetectable or degraded beyond evaluation. Via 
nanosensors, nanostructured substrates, and advanced 
nanocomposites, the forensic network now possesses 
equipment that enable actual-time, onsite, and pretty precise 
detection of target compounds on the molecular stage.

Moreover, the use of nanomaterials consisting of gold 
and silver nanoparticles, carbon nanotubes, quantum dots, 
and magnetic nanoparticles has revolutionized analytical 
techniques in forensic investigations. These nanomaterials 
now not most effective beautify detection limits but 
additionally simplify pattern education and decrease 
analytical time, thereby facilitating fast forensic preference-
making. The miniaturization of detection systems and 
the emergence of lab-on-a-chip systems have furthered 
the purpose of transportable, green, and charge-effective 
forensic analysis.

No matter how exquisite the development, the 
practical software program of nanotechnology in forensic 
investigations is still in large part focused in developed places 
worldwide and often constrained to manage laboratory 
settings. Essential demanding situations, collectively with the 
lack of standardized protocols, issues about reproducibility, 
capability toxicity, excessive implementation prices, and 
moral issues, continue to limit broader adoption. Integrating 
nanotechnology with artificial intelligence and superior 
simulation equipment represents an essential jump ahead, 
presenting new opportunities for innovation and stepped-
ahead reliability in forensic analyses. In addition, important, 
sustained interdisciplinary collaboration among forensic 
chemists, substance scientists, engineers, and prison experts 
is vital to make certain that nano-enabled forensic evidence 
is both scientifically rigorous and legally admissible.

In summary, nanotechnology holds superb promise 
for remodeling forensic investigations via more suitable 
analytical competencies, precision, and automation. Endured 
research that specialize in sustainable, at ease, and legally 
compliant nanomaterials will in reality pave the manner for 
the subsequent era of forensic innovations. Through bridging 
the distance among nanoscale era and actual-worldwide 
forensic exercise, nanotechnology is poised to redefine the 
standards of accuracy and reliability in crook investigations.
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